AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

239.7102-2

(3) National Security Telecommuni-
cations and Information Systems Secu-
rity Policy No. 11;

(4) Federal Information Processing
Standards;

(56) DoD Directive 8500.1, Information
Assurance;

(6) DoD Instruction 8500.2, Informa-
tion Assurance Implementation;

(7) DoD Directive 8570.01, Information
Assurance Training, Certification, and
Workforce Management; and

(8) DoD Manual 8570.01-M, Informa-
tion Assurance Workforce Improve-
ment Program.

(b) For all acquisitions, the requiring
activity is responsible for providing to
the contracting officer—

(1) Statements of work, specifica-
tions, or statements of objectives that
meet information assurance require-
ments as specified in paragraph (a) of
this subsection;

(2) Inspection and acceptance con-
tract requirements; and

(3) A determination as to whether the
information technology requires pro-
tection against compromising ema-
nations.

[69 FR 35534, June 25, 2004, as amended at 73
FR 1829, Jan. 10, 2008; 75 FR 34946, June 21,
2010]

239.7102-2 Compromising ema-
nations—TEMPEST or other stand-
ard.

For acquisitions requiring informa-
tion assurance against compromising
emanations, the requiring activity is
responsible for providing to the con-
tracting officer—

(a) The required protections, i.e., an
established National TEMPEST stand-
ard (e.g., NACSEM 5100, NACSIM 5100A)
or a standard used by other authority;

(b) The required identification mark-
ings to include markings for TEMPEST
or other standard, certified equipment
(especially if to be reused);

(c) Inspection and acceptance re-
quirements addressing the validation
of compliance with TEMPEST or other
standards; and

(d) A date through which the accredi-
tation is considered current for pur-
poses of the proposed contract.

48 CFR Ch. 2 (10-1-13 Edition)

239.7102-3 Information assurance con-
tractor training and certification.

(a) For acquisitions that include in-
formation assurance functional serv-
ices for DoD information systems, or
that require any appropriately cleared
contractor personnel to access a DoD
information system to perform con-
tract duties, the requiring activity is
responsible for providing to the con-
tracting officer—(1) A list of informa-
tion assurance functional responsibil-
ities for DoD information systems by
category (e.g., technical or manage-
ment) and level (e.g., computing envi-
ronment, network environment, or en-
clave); and

(2) The information assurance train-
ing, certification, certification mainte-
nance, and continuing education or
sustainment training required for the
information assurance functional re-
sponsibilities.

(b) After contract award, the requir-
ing activity is responsible for ensuring
that the certifications and certifi-
cation status of all contractor per-
sonnel performing information assur-
ance functions as described in DoD
8570.01-M, Information Assurance
Workforce Improvement Program, are
in compliance with the manual and are
identified, documented, and tracked.

(¢c) The responsibilities specified in
paragraphs (a) and (b) of this section
apply to all DoD information assurance
duties supported by a contractor,
whether performed full-time or part-
time as additional or embedded duties,
and when using a DoD contract, or a
contract or agreement administered by
another agency (e.g., under an inter-
agency agreement).

(d) See PGI 239.7102-3 for guidance on
documenting and tracking certifi-
cation status of contractor personnel,
and for additional information regard-
ing the requirements of DoD 8570.01-M.

[73 FR 1829, Jan. 10, 2008]

239.7103 Contract clauses.

(a) Use the clause at 252.239-7000, Pro-
tection Against Compromising Ema-
nations, in solicitations and contracts
involving information technology that
requires protection against compro-
mising emanations.
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